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Disruptive events and their effects are not a new pheno-
menon that needs to be considered in the context of risk 
management. There have always been unforeseeable 
events with significant impacts and little to no warning 
time in business practice. However, the development 
of worldwide value-added structures to move toward 
global and networked supply chains with closely inte-
grated logistics and value-added processes, has greatly 
increased the vulnerability of individual supply chains. 
Longer transport distances, globally distributed supplier 
and customer structures and reliance on the functio-
ning of tightly synchronised networks are susceptible 
to massive impact in the event of an unplanned and 
perhaps even unforeseeable disruption. Increasing po-
litical and social uncertainties and the growing number 
of extreme environmental and weather events due to 
climate change continue to highlight the importance of 
disruption risk management [1]. 

The best possible preparation and response to disrup-
tions, together with the identification of potential dan-
gers and the fastest possible recovery of supply chains 
affected by disruptions, is therefore an increasingly 
important area within risk management. The increasing 
relevance of this particular risk component must also 
be reflected in company structures, processes and IT 
systems and in cross-company supply chains. Currently, 
only about 25% of the companies interviewed in a 
survey identify, measure and report disruptive events on 
a company-wide basis and in integrated systems [2]. 

MANAGEMENT SUMMARY

In many cases, current technologies to support the ma-
nagement of disruptive events, such as artificial intelli-
gence, block chain or simulation, are already available 
and integrated in software solutions. However, many 
companies have still not begun adapting processes and 
structures or ensuring that employees have the orga-
nisational and technological skills to be able to realise 
the potential that technology can make possible. On 
the other hand certain individual companies are already 
preparing the entire supply chain for disruptive shocks 
in the best possible way through modern IT, customised 
internal organisation and collaboration with value crea-
tion partners.

In preparing this white paper, technical experts and 
decision-makers from industry and trade together with 
external knowledge carriers were involved in order to 
obtain the most comprehensive and cross-sector view 
possible on the topic of disruptive risks. Based on these 
interviews, four areas of activity were identified - risk 
awareness, transparency, flexibility and cooperation 
- for companies and supply chains, in which current 
shortfalls in the instruments, methods and measures 
used were the focus. The need to support employees, 
processes and functionalities have been identified in 
both the preparatory proactive and reactive measures 
and solutions. With regard to these areas of activity, 
technology-based approaches and solutions are pre-
sented, which are intended to provide support while 
getting to grips with the existing challenges.
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Current developments such as globalisation, the indivi-
dualisation of customer requirements and products as 
well as generally increasing environmental dynamics are 
causing supply chains to become increasingly complex. 
Supply chains span various countries, use closely syn-
chronised transport and delivery windows and reduce 
inventories, costs and lead times by strengthening col-
laboration between the partners involved. However, if 
this fine-tuned collaboration is disrupted by unforeseen 
events, the impact is even more significant if there is 
inadequate preparation. In addition, the susceptibility 
of supply chains to disruptions fundamentally 
increases as networks and environmental volatility 
progress [3].

As a result of the various trends, the environment of 
global supply chains is developing towards a less deter-
ministic and increasingly unpredictable setting, which 
therefore cannot be planned for [4], and can be sum-
marised by the abbreviation VUCA: The combination of 
volatility, uncertainty, complexity and ambiguity means 
conventional risk management instruments need to be 
further expanded. Especially in environments that are 
characterized by VUCA attributes, there are many risks 
for supply chains. Risks generally describe events that 
cannot be predicted with certainty and deviations from 
planned results, which can be specified by the cause of 
the risk, a probability of occurrence and the effects of 
damage [5, 6]. In principle, positive opportunities that 
cannot be predicted with certainty can also be conside-
red as risks. In the general understanding of the term 
‚risk‘ and in terms of management, however, the term 
primarily refers to negative loss events [3,7], hence 
this meaning of the word is also used in this white paper. 
With regard to supply chains, risks negatively influence 
the flow of information, materials, end products and 
also financial flows between raw material suppliers and 
end customers in a value chain [3]. 

MOTIVATION AND INTRODUCTION

In general, supply chain risks - as a subgroup of all exis-
ting risks of a company - can be divided into internal 
supply chain risks for material, financial or informa-
tion flows such as production, liquidity or IT risks, and 
external supply chain risks such as political, social or 
market-related events and risks from natural disasters 
or general environmental events [8, 9]. Risks are highly 
relevant in the context of supply chain management, 
since any unplanned failure in one stage of the value 
chain can affect the entire supply chain and, in the 
worst case, bring it to a standstill [10]. For 2019, a 
survey [2] identified IT failures, storms, cyber risks, and 
potential future terrorist acts or fire hazards as the main 
reasons for supply chain disruptions with major conse-
quences. What all these events have in common is that 
they result from non-deterministic, disruptive events, 
which mostly could not be predicted or could only be 
predicted in the short term.

Disruptive events and the risks resulting from these 
can be distinguished from operating risks on the basis 
of their probability of occurrence and their impact [11]. 
In most cases, disruptive events are external in nature 
and have very low probabilities of occurrence that are 
difficult to estimate.  If they do occur, the consequences 
are more serious than those of operational risks - such 
as fluctuations in demand or fluctuations in production 
times - as shown in Figure 1. [3, 12]

The increasing awareness of the vulnerability of 
global value networks to disruptive events has led 
to the introduction of a structured risk assessment for 
supply chains at a corporate and management level. 
This Supply Chain Risk Management (SCRM) focuses 
on the identification, evaluation and control of threats 
and events that threaten companies involved in supply 
chains, transport routes, information flows or financial 
aspects of cooperative collaboration. 
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The importance of managing disruptive risks for a 
company depends primarily on the scope and globality 
of supplier and customer relationships. Even small, lo-
cally sourcing companies can be affected by disruptive 
events, but the vulnerabilities of deeply and broadly 
integrated supply chains as well as global supply chains 
are increasing dramatically. 

In order to create a supply chain in which deviations 
from plans and disruptions are identified as early as pos-
sible, cushioned by countermeasures and compensated 
by flexible adjustments, both classic methods of risk 
management and new IT solutions made possible by 
progressive digitisation can be used. A resilient supply 
chain of this nature, which can return as quickly as 
possible to the original or a desired and possibly even 
more ideal state after a disruption [3, 11, 13], implies a 
high degree of agility in reacting to unforeseen events 
or deviations from the plan [13].

Figure 1: Distinguishing 

between disruptive and 

operational risks [11]

To ascertain the current status and future potential for 
risk management of disruptive events in supply chains, 
in the context of this white paper interviews were 
conducted with various experts and managers from 
different industries as well as with external scientists, 
professors and consultants. The findings, assessments 
and contents of these interviews have been taken into 
account when developing the fields of action and in the 
selection of the solution technologies presented. The 
remaining necessary actions and an assessment of the 
availability of current and future technologies are at the 
end of the white paper.
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SHORTFALLS AND REQUIRED ACTION FOR THE 
MANAGEMENT OF DISRUPTIVE EVENTS

The capability for managing disruptions within a supply 
chain can be divided into four different phases before, 
during and after a disruptive event (see figure 2). In 
the first phase of readiness, the relatively undisturbed 
supply chain can be proactively prepared for future 
disruptions. With these disruptions in particular, there 
is often a variable, short advance warning time at least 
for parts of the supply chain, which could be used for 
short-term preparations [11]. Disruptive events cover 
both expected risks (the expected unexpected) such as 
earthquakes in vulnerable regions or hurricanes during 
the Atlantic hurricane season, as well as unexpected 
risks (the unexpected unexpected) like global pande-
mics, terrorist attacks, or fires. While proactive prepara-
tion for fundamentally expected disruptive disturbances 
is possible, the preparation for unexpected disruptions 
is not instantly possible. 

At the moment a disruption actually happens, the reac-
tion phase begins, in which control is (re-)gained and 
further damage should be prevented if possible. After 
the initial disruption and its consequences have been 
overcome, the recovery phase begins, which is inten-
ded to make up for and compensate for the accumula-
ted backlogs or consequences in the best possible way. 

Figure 2: Phases of a resilient 

supply chain [3, 11, 15]

Ideally, the original or even a higher final level across 
the entire supply chain can ultimately be achieved in 
the growth phase. [3, 14] In the following sections, 
currently used risk management instruments for disrup-
tive events in supply chains are examined for potential 
shortfalls in order to subsequently identify the corres-
ponding needs for action.

SHORTFALLS OF CURRENT INSTRUMENTS 
IN RISK MANAGEMENT

The instruments currently used for risk management 
can be divided into proactive instruments for preparing 
a supply chain for disruptions in the readiness phase 
and reactive instruments specifically for gaining control 
in the reaction and recovery phase. Depending on 
the sector and the size of the company, it is apparent 
that the instruments used can vary considerably. The 
proactive measures in the readiness phase should 
ensure a general increase in the resilience of a supply 
chain, the earliest possible identification of risks and 
the preparation of a rapid and targeted risk response 
in the event of damage. 
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At present, these risk reactions and the technical support 
thereof are primarily organised at a company level, 
as the collaboration between the value-added partners 
in this area is often insufficiently prepared and the 
technological support for this is inadequate. 

The systematic identification of potential disruptions in 
the supply chains takes place at different intensities and 
degrees of standardisation. Many of the surveyed com-
panies in various sectors turn to external information 
services for information and trend analysis to be able to 
identify future changes in demand or existing risks as 
early as possible. Both environmental risks and the ef-
fects of risks on demand or supply chains are taken into 
consideration. In principle, detection and identification 
is known to be generally associated with many risks but 
many companies do not make optimal use of the early 
warning time due to a lack of awareness of risks, a 
lack of transparency and a lack of instruments In 
some cases they are unable to identify specific risks 
promptly.

»Fukushima, earthquakes, volcanic eruptions, corona-
virus: these affect you. And then it‘s just a question of 
how fast and how hard you get hit, and that depends 
on proactive risk management. In any case, you have to 
deal with it and you need reactive organisation.«

Dr. Stefan Geraedts, Director Logistics, 
Behr-Hella Thermocontrol GmbH

The proactive definition of action plans is intended to 
ensure that the response phase follows the risk event as 
quickly as possible in terms of supply chain agility. Due 
to a lack of preparation of the measures necessary 
to achieve control or to reduce damage, these measures 
are often uncoordinated, delayed and, in the worst case, 

can even be ineffective. This comprehensive preparation 
is much more distinct in larger companies due to vari-
ous disruptive risks they have experienced in the past 
and the required capacities which smaller and newer 
companies do not have. Even the preparatory measures 
relating to the ability to act in the event of a crisis, for 
example the regulation of authorities and responsi-
bilities within corporate governance, are often not 
adapted to all possible risks and are not organised in a 
structured manner. It is only with such organisational 
preparation within corporate governance and the rapid 
formation of a task force that specific risk responses can 
be decided and implemented quickly and precisely.

The reactive instruments are used immediately after 
the disruption has occurred or after the early warning 
- which is only possible to a limited extent - in order to 
stabilise the supply chain and control the disruptions in 
the direct response and recovery phases. After an iden-
tification as close to real time as possible, the effects on 
the own supply chain would have to be analysed and 
the most effective measures would have to be selected 
and implemented. 

»What can be adapted in any case is a ‚real time‘ log-
ging, namely a real-time information transfer for the 
supply chain. We need more transparency regarding 
where our parts are in the material flow. We need to 
create an event management system that tells us the 
relevant events about these real-time events on the 
transport route.«

Supplier Manager, Automotive Manufacturer
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Therefore it is very difficult to quickly analyse the effects 
of disruptions on the company‘s own supply chain.
This cooperation with customers and suppliers, which 
is necessary in many cases, shows weaknesses due to 
unregulated communication channels and systems 
as well as challenges with regard to data sovereignty 
and trust. In the event of an incident, information is 
often transmitted late or only in batches, depending 
on how the risks are assessed and available capacities. 
Often, out of fear of misuse of the data provided, only 
the immediately essential data is provided. In 
good partnerships between companies, however, this 
communication goes far beyond these areas. 

Companies of all sizes also rely on external sources of 
information, forecasts and assessments for risk identifi-
cation in the readiness phase as well as in the specific 
response and recovery phase. The comprehensive mo-
nitoring of the various sources of information and the 
presentation of the vulnerabilities of the supply chain 
is often not structured and not supported by the 
system in terms of processes.

»We are well versed in our core business and expand this 
internal knowledge by purchasing external knowledge 
when necessary. As a trading company, you need to 
know which product groups can offer reliable stability. 
What and how the customer will consume in the future 
is therefore crucial. For this reason, we work together 
with global trend analysis bureaus.«
               Buying Director, Retail Industry

In complex supply networks, the ability to react as 
quickly and effectively as possible in terms of cost and 
benefit to disruption-related, dynamic bottlenecks is 
already an essential part of operating business. As a 
result, international corporations with wide-reaching, 
global supply chains and complex, closely synchronized 
supply chains are already using IT tools for complexity 
management in their day-to-day planning, such as spe-
cial plans or the use of previously planned alternatives 
and redundancies. Companies with less wide-reaching 
and less deeply integrated supply chains are often not 
prepared for dynamic responses in terms of software 
and methods, which can have negative time, financial 
and organisational effects. 

»In the automotive industry we are used to dealing with 
complexity and also with global networking. This might 
distinguish us from other industries or even from other 
companies.«

Dr. Dirk Dreher, Head of Logistics Planning, 
BMW Group

For smaller companies that are less closely integrated 
into more vulnerable global supply chains, the impor-
tance of structured risk management of disruptive 
events often only becomes apparent when such a situa-
tion with major effects on the company first arises. The 
internal company core data is often not structured in 
such a way that allows for the analyses and information 
requirements that are actually necessary. For example, 
although central contact details of suppliers or custo-
mers are often maintained for invoicing and contact 
purposes, the geographical distribution of locations or 
origins of goods behind these sales offices or company 
headquarters are not recorded in a structured way. 
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ACTION REQUIRED FOR RISK 
MANAGEMENT

As part of the expert interviews conducted, various 
fields of action can be identified which combine the 
current requirements for improved support of risk 
management processes. 

For proactive risk management, the need for further 
development of the supply chain organisation into 
a more flexible, transparent and thus more resilient 
supplier network and improved early detection were 
identified as important fields of action. The evolution 
of the supply chain organisation towards a resilient 
supply chain in proactive risk management also has a 
significant impact on risk response and recovery from 
a disruptive incident. The fields of action of proactive 
risk management therefore also represent important 
aspects of reactive risk control. If the basic flexibility and 
transparency of the supply chain has not been optimised 
in a focused manner before the risk event, this cannot 
be achieved in an ad hoc way in the disruptive crisis 
situation as reaction and recovery is no longer possible. 

Exactly this transparency internally and along the supply 
chain, as well as the flexible reaction possibilities and re-
dundancies of the supply chain are the basis for reactive 
instruments and measures.

Based on this insight, the fields of action currently iden-
tified in business practice of transparency, flexibility 
(including redundancy) and cooperation across the 
various sectors and company sizes can be summarized 
for both reactive and proactive risk management. These 
aspects also coincide with the factors identified in the 
literature for supply chain resilience [3, 11]. In addition, 
risk awareness, i.e. the identification and assessment 
of possible disruptive risks and the fundamental creati-
on of a risk culture and organisation, is another central 
aspect of supply chain risk management. These four 
identified fields of action are described below. 

1. Risk Awareness
That disruptive events in global supply chains are inevi-
table was a point emphasised in all expert interviews. In 
addition to this fundamental recognition that disrup-
tive risks cannot be avoided, the field of action of 
risk awareness primarily comprises the most complete 
possible identification of potential disruptive risks af-
fecting the supply chain, the structured development 
of action plans and the best possible early recogniti-
on of risks in order to extend the short warning times. 

Figure 3: Fields of action for the 

risk management of disruptive 

events
Transparency

Cooperation

Flexibility

Risk Awareness
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»You can create an awareness in advance where these 
disruptive risks are. And then, in my opinion, the mo-
ment you become aware of it, you need to set up a 
strategy: how do you deal with this risk? There may be 
a way to create a safety stock. Or the risk is so big that 
you definitely need a second source.«  

Dr. Stefan Geraedts, Director Logistics, 
Behr-Hella Thermocontrol GmbH

Assessing the impact of the various possible disruptions 
as realistically as possible is also an important task in 
this field of action, as these assessments can be used to 
manage priorities and investments.

»What happens if, for example, logistics locations can 
no longer be productive overnight due to unforeseen 
events? We have developed appropriate scenarios and 
strategies for dealing with these situations.« 

Logistics Department Manager, Retail Industry

After an incident has occurred, the rapid identifica-
tion of the fault, its effects on the supplier and custo-
mer supply chain and the definition of the necessary 
measures is both important and complicated. Most of 
the companies surveyed only use an integrated, near-
real-time and technology-supported solution to a limited 
extent or are currently planning a system introduction.

»Preparing a contingency plan is no longer purely reac-
tive crisis management, but is already part of a proactive 
approach. That is why I would always favour proactive 
risk management. This doesn‘t mean that risks can be 
completely avoided, but you can at least reduce their 
impact.« 

Prof. Dr. Michael Henke, Director of Fraunhofer 
Institute for Material Flow and Logistics IML

2. Transparency  
During the course of the interviews, transparency was 
identified as an important field of action, particularly 
with regard to the company‘s own information and 
core data, the transfer of information between 
companies in a supply chain and the integration of 
external environmental information and develop-
ments. 

» Transparency is the factor that can make or break 
whether a risk is dealt with successfully or not. « 

Dr. Dirk Dreher, Head of Logistics Planning, 
BMW Group

As was shown in the specialist interviews, however, 
this in-depth data transfer with suppliers is particularly 
complicated to implement in many cases due to diffe-
rent objectives, lack of trust, or different, competing 
customer relationships. 
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3. Flexibility
Flexibility describes the ability of a supply chain and 
the companies involved to adapt to new circum-
stances [11]. Ideally, this flexibility will relate to sup-
pliers, products, customers and internal processes, i.e. 
it affects the entire supply chain. A central area for 
achieving flexibility is the establishment of reliable 
redundancies. These redundancies can be implemen-
ted in relation to distributed or strategically retained 
production capacities, different, geographically distri-
buted suppliers of identical parts or safety stocks [15]. 

During the course of the expert interviews, it became 
clear that the possibilities of structured planning of re-
siliencies, especially in sourcing, are strongly influenced 
by the products purchased and regional conditions. 
Redundancy in material supply due to high safety stocks 
is usually not the solution of choice, both for reasons of 
capital commitment and due to the difficulty of fore-
casting future product shortages. In many companies, 
the analysis of these redundancy aspects takes place 
purely manually, and not in a structured way. Even a 
centralised view and control of redundancies across the 
different areas is only slowly being implemented in the 
companies. 

» If all partners in the value chain now suddenly had a 
flexibility corridor that was twice as large, then dealing 
with disruptive events would, of course, be much better 
than if this were not the case. But the problem is that 
flexibility is appreciated, but not necessarily paid for by 
the customers. «

Prof. Dr.-Ing. Axel Wagenitz, Hamburg 
University of Applied Sciences (HAW Hamburg)

4. Cooperation
The close and as far as possible trusting coope-
ration with the partners along the entire value chain 
represents a further success factor mentioned in the 
interviews. The ideal picture includes not only coope-
ration with the direct supplier and the direct customer, 
but also cooperation with tier-n suppliers and 
downstream customer entities. This cooperation along 
the entire supply chain, in particular, has to be focused 
on as a factor that will become increasingly important 
in the future. In relation to the matter of transparency, 
the questions of trust, autonomy and data sove-
reignty must be considered and addressed. On the 
subject of cooperation, the issue of preventing the loss 
of value-added partners through financial shortages in 
crisis situations continues to be an increasingly impor-
tant consideration.

In summary, it can be seen, especially in IT support, 
that even internationally operating companies in 
failure-prone industries often react to disruptive 
events without specific software tools and structures 
and switch to existing manual and non-standard 
tools. Communication with suppliers and customers 
also often takes place without system support and, in 
the event of a fault, without uniform standards. Both 
interviews and recent studies [2] have shown that if IT 
support is available at all, a great deal of it is only in the 
form of generally available spreadsheet tools. Reasons 
for this reluctance to invest in software-supported risk 
management include budget restrictions, an out-
dated IT infrastructure, lack of personnel, fear of 
cyber attacks and regulatory reasons. Establishing 
this fundamental readiness for system- and technology-
supported risk management of disruptions is an internal 
company task that must be dealt with initially in order 
to realise further potential. 
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Current technological developments enable impro-
ved or new possibilities in risk management. These 
fundamental trends and technologies can enable the 
development of tools, specific measures and structures 
that further develop basic resilience and specific risk 
responses.

CURRENT TRENDS AND DEVELOPMENTS 
IN SUPPLY CHAIN MANAGEMENT

As shown in figure 4, supply chains are affected by 
various environmental developments as well as 
market and social trends. Based on these external 
trends and market developments, together with the in-
crease in disruptive events, risk management must also 
adapt to the constantly changing circumstances in 
the future [10, 16, 17].

In response to these external demands on companies 
and supply chains, various internal trends can be identi-
fied that respond to these changes. These endogenous 
developments [10] focus on the following areas:
• Digitalisation of business processes
• Business analytics
• Transparency in the value-added chain
• Networking/cooperation
• Automation
• Decentralisation

Both the results of the expert interviews and previous 
studies show that small and medium-sized enterprises 
in particular are only just beginning to fully recognise 
the potential of digitalisation, including for risk manage-
ment, and to derive actions from this. The larger and 
more international a company is structured, the more 
aspects of data transparency and digital networking 
and support are already implemented.

TECHNOLOGIES FOR DEALING WITH FU-
TURE DISRUPTIVE EVENTS

The trends described above place increased demands 
on risk management, but at the same time open up 
potential to meet the identified needs for action, 
especially through endogenous developments together 
with new technologies. The relevant technologies, some 
of which are already available, are described below.

Big Data and Artificial Intelligence
The combination of different, constantly growing data 
sources creates a large new and processable data col-
lection, which is called big data [19]. This data collection 
enables new possibilities for the analysis of cause-
effect relationships, the prognosis of scenarios and 
support in decision-making. 

Figure 4: Presentation 

of current supply chain 

development trends 

[7, 10, 18]

NEW TECHNOLOGIES AND METHODS

Increasing Globalisation (Suppliers and Customers)

Deeper Integration of Suppliers, Focus on Core Competencies 
(Greater Influence of Disruptions in the Supply Chain on the own Company)

Changes in Economic and Political Situation (Trade Conflicts, Political Conflicts)

Climate Change (Increase in Environmental Incidents)

Increased Networking and Digitalisation (Cyber Attacks)
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As such, data analyses can no longer only uncover 
systematics in the past (descriptive) and identify causal 
relationships, but can also extend them into the future 
within the framework of predictive analysis, provided 
the data contains these structures. In a further step, it is 
even possible to analyse and evaluate various possible 
alternatives, so that recommendations for action can be 
generated and evaluated against each other during the 
course of the prescriptive analysis. 

The combination of self-learning components of 
artificial intelligence (AI) with expert knowledge and 
big data results in a decision support and forecasting 
capability that can recognize patterns in complex 
environmental situations. These patterns would 
either have remained hidden to humans due to their 
dynamics and complexity or could only be extracted 
with a large degree of manual effort. Increasing supply 
chain transparency through novel analysis capabilities 
also has a positive impact on proactive risk identification 
and risk control [16]. [19]

Simulation
The availability of larger data volumes, faster computing 
times and the integration of simulation into systems and 
processes continues to open up new potential on the 
basis of simulation applications. Essentially, simulation 
describes the depiction of a reality in executable 
simulation models, which, with regard to the aspects 
to be examined, behave as closely as possible to rea-
lity. By carrying out simulation experiments, in which 
statements about the system behaviour (mostly 
over time) are derived under different settings and pa-
rameters, the influences and the basic system behaviour 
are investigated. 

Only by the subsequent transfer of the simulation re-
sults to the actual, mostly very dynamic and complex 
application cases, conclusions and measures can be 
derived which could not be obtained analytically due 
to the high dynamics and the complexity of reality. The 
simulative assessment of different risk situations as well 
as different risk reactions leads to a better understan-
ding of the effects of disruptive events and more 
justified and accurate proactive preparations [16]. [22]

Figure 5: Possibilities of 

data analysis 

(adapted from [20, 21])
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Blockchain and Smart Contracts
Blockchain technology provides a way to organise data 
exchange, transactions and contracts in a network in a 
decentralised manner and without intermediaries 
controlling the system. The distributed checking and 
storage of information by all parties involved using the 
distributed ledger, i.e. a distributed logbook, and the 
coded reference to the previous stored block prevents 
manipulation and provides redundant, secure data 
storage (irreversibility). Only if all involved nodes 
of the network confirm the accuracy of the resulting 
block chain and the reference of new transactions 
(consensus mechanism), new information is stored. 
Error-free entries can be easily repaired and checked 
with redundant data storage. By integrating conditions 
and causal consequences, it is also possible to integrate 
intelligent, automatically executing contracts, known 
as smart contracts, which enable the automation of 
interactions. As such, this technology can be used to 
streamline processes, establish trust and track transac-
tions with absolute certainty. [23]

» With blockchain, we now have the option of creating 
the necessary transparency throughout value-added 
networks. As a result, you can implement risk manage-
ment far better than you could previously. «
     Prof. Dr. Michael Henke, Director of 
Fraunhofer Institute for Material Flow and Logistics IML

METHODS AND SOLUTIONS FOR DEALING 
WITH DISRUPTIVE EVENTS

The future developments and applications primarily 
considered by the experts and decision-makers together 
with the IT solutions and methods currently under 
discussion are described below on the basis of the fol-
lowing fields of action: risk awareness, transparency, 
flexibility and cooperation. The introduction and use 
of modern tools by a suitably qualified and structured 
risk management team or respective risk officer is fun-
damental to their successful use.

» Without good people involved in a good process, 
I don‘t think that a solution or a software will help to 
bring a company to a very high level of risk manage-
ment. Before implementing a tool, the team itself 
becomes very important «        

Andrea Scammacca, International Consultant 

1. Risk Awareness
Risk awareness focuses, among other things, on the 
risk culture underlying the subsequent management of 
disruptive events in the supply chain. This risk culture is 
not developed through technical solutions, but through 
a general engagement with vulnerability and the es-
sential risk analysis, which should also be promoted 
by top management. Tools can continue to be used to 
support the identification of potential risks, structured 
process standardisation and the consideration of all 
influencing factors. Particularly in large, transnational 
companies, risk information and responses are often 
observed and collected at a central location across 
all business units and companies so as to achieve a 
risk picture that is as complete as possible and a 
company-wide coordinated risk strategy. 
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The comparatively very low probability of a disruption 
occurring can - if at all possible - only be determined 
approximately from historical data and patterns [7, 15]. 
To take this adequately into account, despite this low 
probability, methods of big data analytics and AI algo-
rithms can be used in systems that are optimised for this 
purpose so as to recognise trends or correlations in 
unstructured mass data and to forecast them into the 
future. In this way, measures can be prioritised or in-
vestments evaluated in order to adapt the resilience 
of the supply chain to the risk profile. The automated, 
AI-based evaluation of freely accessible information on 
the Internet using what are known as crawlers allows a 
large number of different, often unstructured sources 
(e.g. Twitter) to be analysed and events to be detected 
early.

» For the first time, the internet is offering the possibility 
of recognising disruptive events occurring elsewhere in 
the world very quickly, and then evaluating this infor-
mation using digital methods. With the appropriate 
crawlers, a wide variety of different sources of informa-
tion can be monitored. «       

Dr. Michael Müller-Bungart, Senior Manager, 
Deloitte Consulting GmbH

2. Transparency
The transparency within a company affects master 
data, supply chain structures and the current risk situati-
on in equal measure. Geographical supplier clusters, 
for example, can only be identified and potential conse-
quences can only be analysed through well maintained 
and structured information. Here, system-supported 
and standardised processes can be used to create re-
liable data bases for analyses and modern evaluation 
technologies such as artificial intelligence. 

This collection and evaluation of information is only 
possible with modern software solutions. In par-
ticular, extending this central data basis to the entire 
supply chain requires digital systems and solutions that 
can meet the challenges described under the field of 
transparency.

» We effectively have a general overview and exchange 
of information across all our national affiliates. It is then 
concentrated and fed back into the individual foreign sub-
sidiaries in terms of coordinating appropriate strategies 
and measures, and implementing these measures.« 

Logistics Department Manager, Retail Industry

Specialist experts and decision-makers see more direct 
potential in the rapid identification of risks and 
near-real-time analysis of their effects. By exten-
ding advance warning times - which is only partially 
possible - but above all by quickly identifying events 
that have occurred and their direct and indirect effects 
on the supply chain, responses can be initiated more 
quickly or communication with customers and suppliers 
can be intensified in a targeted manner. Monitoring 
platforms such as DHL Resilience360, Risk Radar of 
RiskMethods GmbH, resilinc or A1 Tracker are examples 
that support data analysis and data visualisation as well 
as the identification of risks or their effects. The visuali-
sation of processes and their distribution is also a great 
advantage for creating a well-founded threat situation. 
The centralisation of information and risk manage-
ment plays a particularly important role here, to be able 
to react to possible risks in a coordinated manner, at 
least within a company. This central data basis can also 
be made possible by comprehensive system support.
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A coordinated and well developed IT infrastructure 
is the basis for a uniform, non-redundant data ma-
nagement and, consequently, up-to-date and reliabie 
results. The foundation of the IT infrastructure for risk 
management is usually an ERP system or a comparable 
platform, which provides the operational database and 
can be extended by connected systems and tools [24]. 
Real-time tracking of material flows is also possible 
through modern technologies such as RFID, the Internet 
of Things and 5G.

The tier-n transparency, i.e. transparency along the va-
rious companies in the supply chain, can achieve various 
degrees of implementation, ranging from knowledge of 
the structure and organisation of supplier relationships 
and product origins to reliable information and 
planning transparency. The relevant information in 
the context of n-tier-transparency goes beyond the data 
classically contained in ERP systems, as it also includes, 
for example, the suppliers‘ suppliers or the customers‘ 
customers in order to present a picture of a supply 
chain that is as complete as possible. Modern and 
novel solutions that optimise this transparency within 
supply chains must at the same time offer a high degree 
of confidence in the use and accessibility of shared in-
formation [9]. Since independent companies in a supply 
chain continue to act opportunistically and in some 
cases are also in direct competition, data sovereignty 
plays a major role here. 

One way of ensuring data sovereignty while at the 
same time maintaining transparency of the necessary 
information is, for example, the provision of data linked 
to a specific purpose of use within the framework of 
the International Data Spaces Association [25] or the 
tamper-proof documentation of the information 
exchange using block chain technology. 

» There is often simply no foundation of trust when 
it comes to passing on information. There are, howe-
ver, new possibilities to establish this trust, especially 
through blockchain technology. «               

Prof. Dr.-Ing. Axel Wagenitz, Hamburg 
University of Applied Sciences (HAW Hamburg)

3. Flexibility and Resilience
High flexibility, especially through strategically po-
sitioned redundancies, is what makes risk reactions 
possible in the first place. In particular, when setting up 
these redundancies in the form of stocks, alternative 
suppliers or extended production or storage capacities 
that are normally unused, the balance between 
investments and the benefits generated must be 
considered. Flexibility in the undisturbed environment 
generates higher costs than a lean supply chain avoi-
ding all forms of waste. The effectiveness of individual 
redundancies can be analysed, among other things, 
by simulating various scenarios to illustrate a cost-
benefit analysis with regard to the measures and the 
associated improvement in resilience. Simulation tools 
such as AnyLogic, OTD-NET, Plant Simulation or Supply 
Chain Guru can be used for the simulation of entire 
supply chains.

4. Cooperation
The cooperative collaboration between the companies 
in a supply chain underlies all the previously mentioned 
fields of action of optimised supply chain risk manage-
ment. In addition to the more extensive networking of 
planning and communication processes, financial 
cooperation, i.e. ensuring the survival of all supply chain 
partners in disruptive crises, is also an important part of 
cooperation. 
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Therefore, cooperation concerns the information, 
material and financial flows of a supply chain. The 
joint response in the event of an incident enables both 
the effectiveness and, especially in the case of proactive 
preparation and planning, the best possible cost-effec-
tiveness of emergency measures that can otherwise 
be very expensive [7]. Through cross-company coordi-
nation and implementation of business continuity 
plans, standard reactions to restrictions in functionality 
can be defined, thus enabling a uniform risk reaction. 
Collaborative demand planning or joint production 
planning are also applications of collaboration. Above 
all, cross-company demand and capacity management 
in conjunction with inventory transparency allows for 
numerous possibilities within the framework of a co-
ordinated and optimal risk reaction under the existing 
restrictions. This collaborative cooperation in the supply 
chain has been requested and planned (in theory) for a 
long time, implementation in business practice does not 
take place as standard due to challenges both in trust 
and autonomy. 

ASSESSING THE AVAILABILITY OF SOLU-
TIONS AND TECHNOLOGIES AND THE 
CURRENT ACTIONS REQUIRED

As a result of technological advances, new technologies 
such as artificial intelligence and blockchain are 
ready for use in business practice or are close to being 
suitable for use. However, management processes 
and infrastructures are not yet geared to these new 
technological possibilities. Adapting organisational and 
management processes and structures to these new 
technologies is one of the major challenges. The tech-
nology of simulation has already existed for a long time, 
but the combination with self-learning and intelligent 
systems of AI opens up new application possibilities. 

In particular, the selection of meaningful scenarios 
and the evaluation of the simulation results have been 
associated with great effort in the past. In the future, 
coordinated processes and new links will make it pos-
sible to realise greater potential with less work from 
personnel in order to assess risks with regard to their 
effects and interactions and to check the suitability of 
various proactive and reactive measures.

As part of the risk infrastructure in companies, analysis 
and visualisation platforms already enable uniform 
processes, cross-company data bases and the structu-
red integration of external information through various 
options. However, solutions of this type are not yet 
widely deployed or integrated along the supply chain. 
With the use of this IT solution in particular, employees 
are only able to analyse and evaluate complex risk 
situations as proactively as possible through profes-
sional training.

Technological possibilities already exist for the use of 
information and coordination platforms for the entire 
supply chain in order to create transparency while 
respecting data sovereignty and autonomy, to plan 
measures proactively and to implement them in a 
coordinated manner in the event of a fault. At a cross-
company level, the profitable and effective use of these 
tools requires companies to be willing to adopt these 
new possibilities and for processes to be aligned.



WHITEPAPER
RISK MANAGEMENT OF DISRUPTIVE EVENTS IN SUPPLY CHAINS

18

These are mainly due to the probabilities of occurrence 
that are difficult or even impossible to predict, the 
complicated analysis of the effects on complete supply 
chains across all levels and the large number of potential 
reaction measures and their suitability assessment. Due 
to the increasing influence of disruptive events, 
which also have an overall direct impact on all parts of 
the supply chain, the recognition of the need for a 
systematic and technology-based proactive manage-
ment of these uncertainties and thus the willingness 
to invest is constantly increasing. Thanks to current 
technological developments, this „real“ supply chain 
risk management, respecting both data sovereignty and 
overall optimality at the same time, will also be achieved 
in practice in the future for the first time. Further trends 
and current research approaches, such as decentra-
lisation and artificial intelligence in the context of the 
Internet of Things, will open up new possibilities and 
potentials for risk management in the future.

» At some point in the future, objects in the Internet 
of Things will be able to go online worldwide and 
obtain information about the respective risk exposure 
on board. In this cyber-physical environment, intelligent 
objects will then be able to carry out risk assessments 
in real time and, depending on the results, place them-
selves along the route of the material flow indepen-
dently.« 

Prof. Dr. Michael Henke, Director of Fraunhofer 
Institute for Material Flow and Logistics IML

CONCLUSION AND OUTLOOK

The significance of disruptive events for supply chains 
will continue to increase in the future. The primary risks 
under focus are shifting towards cyber attacks, increa-
sed and sometimes more serious natural catastrophes, 
major IT-related disruptions and acts of terrorism [2]. In 
terms of risk management, these changing and increa-
sing disruptive risks are countered by new technolo-
gies, methods and specific solutions that support 
and optimise either the forecasting and early detection, 
the fundamental increase and monitoring of the resili-
ence of a supply chain, or the reactive measures in the 
response and recovery phases. On the one hand, the 
digital transformation of value creation systems opens 
up new potential for system-supported risk manage-
ment and more strongly networked added value; on 
the other hand, however, it also results in change and 
new risks to the supply chain though cyber risks and 
dependencies on IT systems [9], which in turn must be 
dealt with.

In the expert interviews conducted, the fields of action 
of risk awareness, transparency, flexibility and coopera-
tion in the supply chain were identified. The field of risk 
awareness in particular combines organisational and 
personnel methods and structures with technological 
solutions for risk identification and early detection. 
Within these fields of action, both modern technolo-
gies such as artificial intelligence, big data analysis and 
simulation and the IT solutions based on them as well as 
general methods and structures can enable and achieve 
new potentials. While many companies have a good 
command of reactive measures following a disruptive 
incident and are developing them further, there is still 
potential for optimisation in proactive management, i.e. 
developing resilience and early detection of disruptions. 
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