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Automotive industry products are undergoing a dramatic transformation into 
self-driving, connected and digitalized vehicles powered by alternative drive 
technologies, particularly electric ones. In addition, shared mobility has given rise 
to new business models in which products are not used solely by the buyer’s friends 
and family. All these changes are captured by the acronym “ACES”, which stands 
for autonomous driving, connectivity, electrification and shared mobility.

The developments induced by ACES will change not only the nature and appearance 
of road traffic but also the premises on which the automotive industry operates, 
particularly for OEMs and their suppliers. Tomorrow’s mobility solutions will still 
have to be manufactured; however, the production supply chain will change. The 
growing digitalization and electrification of motor vehicles will require new and 
different suppliers who will occupy an entirely different position within the supplier 
market than established automotive suppliers. The changes will affect not just 
OEMs or their first- and second-tier suppliers. The industry’s transformation will 
trickle all the way down to the raw materials markets. For example, competition for 
rare earths has intensified since these materials are needed not only for many ACES 
innovations but also by manufacturers in industries such as consumer electronics.

In this environment, supply chain risk management is particularly important. 
Strategy risks and issues have to be addressed before awarding contracts to existing 
suppliers or establishing new, potentially unknown suppliers for ACES-related 
components and technologies. This demands new approaches to qualitative and 
quantitative risk identification, analysis and evaluation. Operating risks have to be 
managed better, too.

MANAGEMENT SUMMARY

ACES – A REVOLUTION FOR 
RISK MANAGEMENT IN THE 
AUTOMOTIVE INDUSTRY?



5

WHITEPAPER

For example, OEMs have to compete with other industries for components, 
particularly for those needed to digitalize and electrify the products. It should be 
noted that competing sectors such as consumer electronics sometimes buy much 
larger volumes of components from suppliers than the automotive industry does. 
As a result, responses to risks that affect multiple sectors may not have the same 
effect as they would in established supplier networks that only serve the automotive 
industry.

This whitepaper aims to take an initial look at these aspects of risk management 
as ACES trends continue to unfold. It draws on interviews with automotive 
industry experts and scholars as well as an initial industry analysis of the supplier 
market conducted by Dun & Bradstreet. In addition to touching on theoretical 
risk management approaches, the whitepaper highlights the implications of ACES 
trends for the automotive industry and particularly for OEMs and identifies new 
supplier risks emanating from these trends. It also presents initial data-supported 
information from the industry analysis. The industry analysis provides an initial 
glimpse into the changing supplier industry as well as the changes that took place 
between 2010 and 2020. In addition, it shows that the supplier market began 
differentiating during this period, with some suppliers specializing in technologies 
relevant to ACES trends.

This whitepaper was written in cooperation with Dun & Bradstreet and is intended 
to help investigate the impacts of ACES trends on risk management within the 
automotive industry and to serve as a starting point for future investigations that 
rely on industry expertise.
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Today, the automotive supply chain is struggling with shrinking margins and increasing 
investments. However, these are necessary to remain competitive. [1] Furthermore, 
there are trends that are currently having a lasting impact on the automotive industry: 
The transformation-inducing developments around the acronym ACES. These include 
autonomous driving, digital connectivity between driver and vehicle, electrification 
of powertrains, and shared mobility. [2] This means that cars are becoming environ-
mentally friendly and less equipped with combustion engines. Moreover, they are 
becoming more and more connected as well as autonomous in their driving ability 
and can be shared with other people.

These trends are already noticeable today. Worldwide, the demand for driver assis-
tance systems is rising. In Europe, China and the U.S., the market volume of these 
systems, and that of autonomous driving functions, is expected to increase more than 
triple between 2020 and 2030 to as much as EUR 270.2 billion. [3] The Situation in 
automotive connectivity, which is also expected to grow continually, can be found 
in a similar way. [4] In addition, the number of electric cars worldwide has grown 
to 10.9 million electric cars in 2020 (up 3 million year-on-year), making the global 
electric car count 50 times larger than it was in 2012. [5] Furthermore, in Germany, 
for example, steady growth is showing in the number of car-sharing vehicles, which 
represent a part of shared mobility. [6]

Experts from the automotive industry see the politically desired electrification of the 
automotive market as a driver of these trends. However, environmentally driven goals 
are also seen as triggers for the electrification of traffic, which are related to ACES 
trends such as autonomous driving and the increasing percentage of software in 
automobiles.

THE TRANSFORMATION OF THE AUTOMOTIVE INDUSTRY

The move to electric motors will reduce the number of components needed. For 
example, electric drive systems do not need the drivetrain or related components 
such as the starter, petrol tank or exhaust system. While a conventional drivetrain has 
thousands of components, an electric vehicle only has several hundred and thus a 
fraction of the total components. Certain suppliers specializing in internal combusti-
on engines are expected to have difficulties with the likely decline in revenues or will 
face fiercer competition within the supplier market. [7]

MOTIVATION
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Original equipment manufacturers (OEMs) have changed their outsourcing activities, 
too. OEMs are adding less value in the context of internal combustion technology 
since they are increasingly developing in-house expertise for generating value with 
electronic drivetrain parts and components. [8]

In short, competition between established automotive suppliers and fast-growing, 
highly innovative tech companies is threatening to intensify in the supplier market. 
[9] ACES trends are also expected to produce lasting changes within supply chain 
structures. For example, there will likely be more collaborations due to the asym-
metry in ACES knowledge between automotive and tech companies. As a result, 
OEMs will work with only one partner starting in the design phase, rendering proving 
procurement strategies (e.g. dual or multi sourcing) largely moot and making OEMs 
more dependent on individual suppliers. [10]

THE ACES TRENDS BRING NEW RISKS OF THEIR OWN

One prime example of ACES-driven risks relates to how semiconductors are 
supplied to the automotive industry. Semiconductors are needed to integrate 
ACES technologies in vehicles. Vehicle assembly lines all over the world recently had 
to shut down due to a semiconductor shortage. Even suppliers who incorporate 
semiconductors into larger components faced considerable production difficulties. 
[11] The shortage thus affected OEMs directly and indirectly through their suppliers. 
Semiconductor shortages within the automotive industry occur repeatedly due to 
competition with other industries such as consumer or telecommunications electro-
nics. The silicon sub-supplier is usually booked up by the other sectors and cannot 
meet the automotive industry‘s demand for semiconductors. [11] These new risks 
have made supply chain risk management (SCRM) an even more critical discipline 
of supply chain management (SCM).

“The risks used to be less digital.”    
Sabine Kindhammer, Purchasing Strategy and Supplier Network, BMW Group
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Automotive industry players have employed various strategies to address the risks ari-
sing within the automotive supply chain. While a reactive strategy involves taking 
action after a risk has occurred, a proactive strategy aims to identify and assess 
risks before they happen in order to prepare contingency plans and thus prevent 
considerable losses. [12] Researchers have recognized the need for proactive SCRM, 
particularly in the automotive industry. [13]

CAUTION! WEAK POINTS IN TODAY‘S SUPPLY CHAIN RISK MANAGEMENT

To execute a proactive risk strategy, companies have to be able to accurately predict 
the probability of occurrence and the potential damage caused by the risks. [12] On 
the other hand, an empirical study showed that information-sharing among sup-
ply chain members improves their understanding of the risks as well as the impact 
of these risks on the supply chain. [14] By sharing relevant data throughout the 
supply chain for specific purposes, participating companies could gain the ability 
to respond more quickly to changing conditions within the supply chain and reco-
gnize and manage risks. [15/16] They can then employ proactive risk management 
along the entire supply chain based on risk-related data and information in order to 
increase security of supply, including in connection with the ACES trends [14].

However, some questions remain unanswered: What will the supplier market do in 
the transitional period between conventional and electric drivetrains? Are there signs 
of new diversification driven by ACES? How does this affect risks within the supply 
chain?

Next, this whitepaper consolidates information on the four big trends hitting the 
automotive industry – summarized as ‘ACES’ – and on SCRM. It also identifies weak-
nesses in how OEMs are currently approaching risk management. By presenting the 
impacts of ACES on the supply chain, it identifies additional supplier-related risks.

The information required for this analysis is extracted from interviews conducted 
with experts from the automotive and supplier industry and from the academic 
and research communities. Information about the impact on the automotive supply 
chain is also culled from analyses based on data from Dun & Bradstreet’s worldwide 
database, which contains more than 400 million company entries and information on 
companies, their corporate ties and basic financials.
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As described in the introduction, the automotive industry is currently grappling with 
the four big trends covered by the acronym “ACES”. The four ACES technologies 
have evolved at different paces but are closely intertwined [17] and are described in 
more detail below and in Figure 1. 

Figure 1: ACES technologies 

(own figure)

Vehicles are called autonomous if they can operate without a driver and can 
drive themselves. The automobiles entering the market today are generally semi-
autonomous but require a human driver to be present. Level 5 vehicles are intended 
to eliminate all human attention at the wheel. [18] Driver assistance systems and 
particularly autonomous driving functions are growing; the global market value of 
$80.2 billion in 2020 is forecast to grow to $270.2 billion by 2030. [3]

The connectivity trend refers to connecting automobiles to networks so that they 
can send and receive electronic messages and information. Connectivity also includes 
the ability to push data and software updates to a vehicle from the cloud. [18] The 
growth in automotive connectivity is driven by factors such as urbanization as well as 
demographic change as digital natives are taking the wheel. [8] Growth in automotive 
connectivity should be fairly consistent. In 2020, the share of connected cars stood at 
32% in the US, 26% in the EU and 16% in China but is forecast to increase to 97% 
in the US, 93% in the EU and 72% in China by 2035. [4]

Autonomous
Growth of driver assistance systems all the 
way to self-driving and driverless vehicles

Electrification
Electrification of drivetrain 
technology growing worldwide

Connectivity
Sending and receiving electronic 
information, vehicle digitalization

Shared mobility
Evolution of cars from a product and 
consumer good to a service

THE FOUR BIG TRENDS IN THE 
AUTOMOTIVE INDUSTRY
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Drivetrain electrification is a trend with environmental and political implications. 
Electric vehicles with adequate batteries are the ideal choice for autonomous driving, 
which requires tremendous amounts of energy for sensors and processors. [18] The 
number of electric vehicles grew to 10.9 million worldwide in 2020 – an increase of 
3 million over the previous year. The global stock of electric vehicles is thus 50 times 
larger than it was in 2012. [5] If the forecasts are borne out, newly registered electric 
vehicles will continue to expand their global market share. The market share was only 
approx. 5% in Germany in 2020 but is expected to grow to 28% by 2030.
 Similar trends can be observed across Europe and in the US and China. In fact, the 
market in which electric vehicles are expected to occupy the largest share (38%) 
is China. [19] The growth will be achieved by improving electric vehicle range, for 
example. This is why OEMs and battery manufacturers have focused much of their 
technological efforts on developing better batteries. New technologies will likely 
unlock more long-term value after 2025. In addition, battery costs will fall steadily 
due to new materials and processes and larger production runs. [8]

Shared mobility refers to the trend of sharing means of transportation (e.g. 
ridesharing). Studies suggest that the rate of car ownership among young people 
is declining. [18] Shared vehicles are projected to account for approximately 4% 
of global passenger kilometres in 2025. By 2035, up to 18% of global passenger 
kilometres will be covered in shared vehicles. [20] Transport expenses for individual 
mobility services such as car sharing, car hires and ride hailing are expected to rise 
95% in Germany, 114% in the US and 358% in China over 2015 levels by 2040. 
[8] The shared mobility community is growing fast in countries such as China, as 
evidenced by the growing market size of car sharing services, which amounted to 
¥0.36 billion in 2017 and is estimated to reach ¥19.05 billion in 2020. [21]
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EXCURSUS: OEM RISKS AND OPPORTUNITIES FROM ACES

To what extent will ACES result in changes and implications for OEMs other than 
changes to their supplier structures and supply chains? All trend areas generally 
present foreseeable risks and opportunities. The growing connectivity and 
autonomy of vehicles should be viewed as a huge opportunity. It generates large 
volumes of data that can be used and processed in order to obtain insights (on user 
behaviour, etc.). [22] The corresponding risk, however, is data protection, which is 
both strictly regulated and widely debated. [23] Autonomous driving also presents 
the problem of liability shifting along the supply chain since riders cannot be held 
liable for the vehicle’s driving mistakes. [24]

One factor favouring drivetrain electrification is that many governments have 
supported electric mobility through purchase incentives [25] and emission limits [26]. 
Will that present a risk when the government support disappears? Shared mobility 
also presents OEMs with challenges: Instead of producing one car for one customer, 
they have to manufacture vehicles for a large number of different drivers. The car is 
viewed more as a service than a product. While model cycles are shorter since the 
sharing market – i.e. the buyer – establishes new models more quickly, the total 
number of vehicles is declining. [27] In addition, vehicles and their interiors have 
to be adapted to new usage patterns. [28] As discussed earlier, the trends will do 
more than just change road traffic and OEM business models; they will transform 
automotive supply chains. These shifts will increase supply chain sensitivity, driving 
uncertainty and raising the importance of supply chain risk management. [29]

Before exploring the impact of ACES trends on the supply chain and OEM-
supplier relationships, it is necessary to present information about supply chain risk 
management and the main risk types evaluated in this whitepaper.
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Supply chain risk management (SCRM) considers risks that occur in a supply chain 
and represents a sub-discipline of supply chain management (SCM). It combines 
strategies, measures, information and processes in order to identify and assess risks 
within a supply chain and thus generate a solid foundation for future decisions. [30] 
Unlike risk management within individual enterprises, risk management for a supply 
chain that spans multiple networks is characterized by interactions within the risk 
analysis process as well as delayed long-term negative supply chain consequences of 
a risk event. [31]

WHAT TYPES OF RISKS EXIST?

Put briefly, supply chain risks can be viewed as a disturbance or disruption 
with a quantifiable probability of occurrence that affects the entire supply chain 
instead of just a single company. [32]

As shown in Figure 2, risks may arise in the supply chain environment (e.g. weather-
related risks) and within the company (e.g. process and management risks). Cyber 
and sustainability risks play a role, as do supplier and customer risks within the supply 
chain. While customer risks mainly depend on demand, supplier risks generally 
present supply risks to the sourcing company. Particular attention must be paid to 
the sales-procurement interfaces when addressing risks within an automotive supply 
chain. [33]

SUPPLY CHAIN RISK 
MANAGEMENT

Supply risks Demand risks

Supplier side Company Customer

Environmental risks

Supply Chain

Environment
Cyber risks Sustainability risks

Process risks

Management risks

Figure 2: Supply chain risks 

(based on [34])
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The supply risks targeted by this whitepaper that occur upstream in the supply chain 
may be strategic or operational. While operational risks focus on the threat to 
short- to medium-term objectives, strategic risks affect long-range goals and should 
therefore be viewed as a threat to the entire company. [35]

The automotive supply chain is exposed to a wide variety of supplier-related risks. 
Supply risk sources include an inability to handle demand fluctuations, non-com-
petitive prices, a failure to meet product or quality requirements and technological 
product changes that cause suppliers to fall behind industry standards. [36, 37]

Operational supply chain risks include risks caused by equipment failures or 
human error. However, risks may also be triggered by impediments to operations or 
other external events. [38] For example, operational risks covered by this whitepaper 
include downtime risks due to missing components and/or materials as well as obsta-
cles within the supply processes.

Strategic supply chain risks that may occur on the supplier side of the relationship 
include increased dependence on a member of the supply chain or the loss of know-
ledge to suppliers or other competitors. [39] The incompatibility of buyer (i.e. OEM) 
and supplier strategies also counts as a strategic procurement risk. Associated risks 
primarily relate to the suppliers’ strategy or market practices and are triggered by 
events such as the supplier realigning its strategy or changing owners. The worst-case 
scenario is a supplier becoming a competitor. Another possible risk is the divergence 
of the buyer’s and supplier’s technological roadmaps. This can cause the supplier to 
fall behind technologically and be viewed by the OEM as a strategic risk. In addition 
to strategic supplier risks, which OEMs can influence by treating the supplier fairly or 
unfairly, there are also risks that arise when the OEM does not account for a large 
enough share of the supplier’s revenues.In this case, the supplier may not devote 
enough attention to the buyer and thus not treat it as a high-priority customer during 
a shortage. [40]
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The next section considers what the general supply chain risk management process 
should look like and how to identify and manage strategic upstream risks.

SCRM APPROACHES AND METHODS

According to ISO 31000, the risk management process breaks down into three phase 
that build on each other: establishing the context, risk assessment and risk treatment. 
[41] The resulting cycle is illustrated in Figure 3.

Firstly, the risk context is established. [41] Also, internal and external boundary 
conditions are set and basic risk management decisions taken such as on trends that 
influence organizational objectives. [42]

Next comes the main phase in the risk management process: risk assessment, 
comprising risk identification, analysis and evaluation. [41] Risk identification sys-
tematically captures the company’s relevant risks. This is a particularly important step 
since risks can only be assessed and managed if they have first been identified. Risk 
identification thus has a direct impact on process effectiveness. [43] If a company has 
no direct experience with relevant risks, it will have to identify them based on outside 
experience. This experience may come from competitors, supply chain partners or 
customers. Risks may also be identified by brainstorming, which renders implicit 
knowledge explicit. Key risk identification tools include risk checklists, risk workshops 
or conventional weighted sum analyses. [33] However, regular supplier scoring or 
financial information can also shed light on risks. [37] 

Figure 3: The risk manage-

ment process (own figure)

Risk 
context

Risk 
identification

Risk 
analysis

Risk evaluation

Risk 
treatment
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Risk analysis involves analyzing risk causes and risk extent, which may be positive 
or negative. This step also aims to determine the probability of a risk event occurring.
[41]	 VDA Volume 4 contains methods and approaches for analyzing risks in the 
automotive industry. It presents tools such as the fault tree analysis, failure mode and 
effect analysis (FMEA) and the SWOT analysis. [33]

Next, during risk assessment, risks are selected and prioritized based on the results 
of the previous steps. [42] Assessment can be quantitative or qualitative and involve 
procedures such as comparing the risk impact to the probability of the risk occurring. 
[44]

The next step is risk treatment, which defines how to handle identified and prio-
ritized risks using defined strategies and measures. [42] The drivers of supplier risks 
and the cost and damages caused by supplier risks can be reduced in the course of 
managing strategic supply risks. [40]

Indicators can serve as tools for capturing potential risks at an early stage, acting 
as a kind of early-warning system that constantly monitors identified risk sources. 
One of the key qualitative indicators proposed in the literature is the observation of 
any changes in the supplier’s responses to inquiries or suggestions for improvement. 
One possible quantitative indicator for monitoring strategic procurement risks is the 
percentage of total supplier revenue that is generated with the buyer. However, it is 
important to compare this number to other customers’ percentages as well. [40]

As described earlier, supply chains now generate more data. That raises the question 
of how to best use the data for monitoring strategic supply risks. What quantitative 
indicators can be used for data-driven management of strategic risks? To what ex-
tent can reliable predictions be made of upcoming risks based on knowledge of a 
company’s age, revenue levels or where its head office is domiciled? How are supply 
chain risks actually managed in the automotive industry apart from this theory? Ex-
perts in the automotive and supplier industry were surveyed in order to describe the 
above procedures and opportunities for improvement.
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SCRM APPROACHES IN THE AUTOMOTIVE INDUSTRY NEED IMPROVEMENT

The interviews indicate that the frequent lack of transparency along the entire 
supply chain, especially toward n-tier suppliers, gets in the way of proactive risk ma-
nagement and makes it impossible to take early action to head off supplier-related 
disruptions.

“We are still stopping at the first tier far too often instead of ensuring 
transparency across all n-tiers.” 

Sabine Kindhammer, Purchasing Strategy and Supplier Network, BMW Group

There are calls for new supply chain processes to be structured transparently and 
comprehensibly from the start. Changes in the suppliers’ supply chain – whether in 
terms of composition or physical distance – must prompt an investigation into ways 
to enable early predictions of unusual incidents and measure the resilience of the mo-
dified supply chain. Answering these questions can clarify how to detect deviations 
within the supply chain early enough to solve the underlying problem more quickly 
and inexpensively.

Good supply chain process transparency is desired for products such as raw 
materials in order to achieve compliance and sustainability objectives. However, 
potential supplier insolvencies also have to be spotted early on in order to adapt the 
procurement processes.

One problem identified by experts in modern-day SCRM is the existence of legal 
barriers to full transparency. When OEMs purchase components all over the world, 
they may do business in countries with very different requirements for publishing 
financial and other information. It may be difficult to obtain reliable basic information 
about suppliers at short notice, especially in countries that do not require regular 
financial reporting.

To answer the question of whether ACES trends exacerbate this kind of shortcoming, 
the next section of this whitepaper looks at product structure changes and their 
impact on the supply chain and risk management.
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Excursus: At this point, we would like to draw attention to other whitepapers pub-
lished by the Fraunhofer Institute for Material Flow and Logistics that focus on supply 
chain risk management.

Klink P, Sardesai S, Gehring J, Görtz MD, 
FAST RAMP-UP: Anlaufmanagement nach disruptiven 
pandemischen Ereignissen. Whitepaper im Rahmen des 
Forschungsprojekts "Fast Ramp-Up“; Dortmund; 2020

Kiebler L, Ebel D, Klink P, Sardesai S, Risk Management 
of Disruptive Events in Supply Chains; Dortmund; 2020
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In addition to the increasingly volatile economic environment, the automotive indus-
try is undergoing a profound, inherent transformation process due to ACES-driven 
developments. We wanted to answer one largely overlooked question: How should 
the changing risk environment be handled in future? Since value generation has al-
ways been widely distributed along the automotive supply chain and ACES will likely 
bring change to the supplier industry as well, risk managers should also consider the 
new requirements that supplier-side risk management has to meet.

To gain an initial sense of what kind of action was needed, we combined qualitative 
and quantitative methods for the first time while preparing the whitepaper. After 
searching the literature for classification criteria for risk management (the findings 
are presented in previous chapters), we qualitatively “deepened” these theoretical 
insights by conducting key question-based interviews with industry experts 
from the automotive sector, consultancies and academia. The analysis considered 
both the OEM’s situation and the suppliers’ perspective with particular regard to the 
industry.

Data for assessing the situation is absolutely essential for future proactive risk 
management. “Conventional” risk management typically looks at the companies’ fi-
nancial figures. To quantitatively validate the interviewees’ statements and determine 
the extent to which current data stocks support risk management that is adapted 
to ACES challenges, quantitative analyses of changes in automotive supplier net-
works were conducted based on a large dataset supplied by Dun & Bradstreet.

The quantitative analyses were run on a Dun & Bradstreet company data portfolio 
comprising more than 400 million company entries. A two-stage filtering process 
sifted through the data to obtain information on the world’s largest and most impor-
tant automotive suppliers as well as their subsidiaries and branch offices. Next, the 
selected company data for 2020 was compared with the same data points from 2010 
in order to help determine the impact of developments such as ACES on the supplier 
industry. All told, 810 (in 2010) and 654 (in 2020) supplier groups, comprising more 
than a quarter million company data records, were compared with one another.

One important concern is the quantitative analysis of the impact of ACES on the 
company portfolio. It swiftly revealed the limitations of the current industry codes, 
which were not granular enough to classify the changes and areas of specialization in 
portfolio companies’ operations in enough detail to allow any inferences about the 
impact of ACES.

IMPACT OF ACES ON SUPPLY 
CHAIN RISKS IN THE AUTOMO-
TIVE INDUSTRY
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Percentage of companies per company group

To address these limitations, Dun & Bradstreet enriched the data using a web craw-
ling approach before the analyses were conducted. The next step was to define 
German and English keywords that are typical of technologies, products and inputs 
for a particular aspect of ACES or for an internal combustion engine drivetrain. The 
portfolio companies’ websites were automatically analyzed using a multi-tier system 
and the hits from this web crawling process were then incorporated into the com-
pany data.

Large companies constitute only a small portion of the supplier industry (approx. 
20%) but possess tremendous economic firepower. According to an analysis of their 
financials, they appear to be the most likely to meet OEMs’ requirements. They grow 
profitably and inexorably, follow their customers’ globalization lead and prove to be 
adaptable by entering new business fields. Small and medium-sized enterprises with 
revenues below €2 billion still constitute 74.3% of the analyzed company portfolio.

From the Dun & Bradstreet analyses [45]

Composition of evaluated company portfolio, 2010-2020

Small and medium sized enterprises
 (< €2 billion in revenue), 74.30%

Large enterprises, 19.65%

Other companies
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Keyword frequency and distribution on the various company websites yielded four 
company categories that characterized the company’s relationship to ACES technolo-
gies. As Figure 4 shows, the company categories are:
	 -	 Irrelevant: Companies that largely focus on internal combustion technology
	 and systems
	 -	 Relevant: Companies that primarily develop and produce technologies that 
	 are relevant to ACES trends
	 -	 Invariant: Companies that specialize in technologies and systems used in 
	 electric vehicles and in vehicles powered by internal combustion engines
	 -	 Multivariant: Companies that fit into the above categories equally well

This generated more detailed information about the portfolio suppliers’ current 
product and service range. Expert interviews and quantitative analyses highlighted 
the key impacts of ACES on current supplier networks. They break down into four 
categories: “Composition of the supplier portfolio”, “Evolution of companies in the 
current supplier portfolio”, “New dependencies in the supplier portfolio” and “Geo-
graphic shifts within the supplier portfolio”. These categories are presented below.

Figure 4: Company catego-

ries in web crawling (own 

figure)

Seifert M. ACES - A revolution for risk management in 
the automotive industry? Results from a data analysis. 
Darmstadt: Dun & Bradstreet; 2021 (Dun & Bradstreet 
Insights).

Multivariant

Irrelevant Relevant Invariant
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COMPOSITION OF THE SUPPLIER PORTFOLIO: 
NEW TECHNOLOGIES – NEW SUPPLIERS?

One element of the ACES-driven transformation, drivetrain electrification, will 
gradually replace the internal combustion engine with alternative drivetrain 
technologies. The interviewed experts had observed changes in the supplier market 
that were driven by ACES trends. They noted that electrifying the drivetrain directly 
impacted the supplier structure.

“The market will obviously change – maybe not everywhere since it’s depen-
dent on the components. Companies who have committed all their resources 
to internal combustion engines or were completely unaware of this will obvi-
ously encounter problems in future.” 

Tobias Liebelt, COO, Benteler Trading International

It is worth remembering that multiple drivetrain systems will co-exist during a tran-
sitional period, which will likely expand the supplier portfolio and thus increase the 
complexity of risk management in the supplier network. However, drivetrain 
electrification is not the only factor affecting the supplier market. Autonomization, 
digitalization and connectivity will also increase the percentage of electronic com-
ponents such as controllers and sensors in vehicles; the importance of software 
in vehicles will grow as well. The ACES trends will likely attract new players to the 
supplier market who may not necessarily hail from the automotive industry. These 
market changes will likely be driven by the components.

“As the share of software in the vehicle grows, OEMs will have fewer hard-
ware-based supplier relationships in future: whether in the classic parts business, 
which will be greatly reduced due to the number of parts in an electric motor 
versus an internal combustion engine, or in relatively standardized computer 
components that can perform a lot of actions at the software level.” 

After Sales IT Director, automotive industry

On the other hand, supplier groups that focus exclusively on internal combustion en-
gine technology will conceivably see their incoming orders decline. For example, iron 
foundries that specialize in casting engine blocks will have a smaller sales market 
due to drivetrain electrification. These highly specialized companies will probably be 
replaced by more diversified suppliers with broader portfolios. This is the reason be-
hind the apparent consolidation of conventional automotive suppliers in the market.
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The next important question about risk management in the supplier network 
concerns the process of observing “conventional” suppliers of internal combustion 
engine components transition to alternative drivetrain systems, as described in the 
next section.

EVOLUTION OF COMPANIES IN THE CURRENT SUPPLIER PORTFOLIO: 
NEW OR DIVERSIFIED PRODUCT PORTFOLIOS?

Suppliers have to update their product portfolios, especially as drivetrains become 
electrified and vehicles are digitalized. The discussions with industry experts indicate 
that the change in the supplier portfolio presents new challenges for sourcing and 
the associated risk management.

When a current supplier changes its product portfolio, its production operations for 
new ACES-related parts and components may initially be less robust than those in its 
established product segment. On the other hand, if the supplier does not change its 
product portfolio to accommodate ACES technologies, it might end up being unable 
to respond to market shifts in the medium term. OEMs who decide to source parts 
required for ACES from new suppliers, especially if they are completely new to the 
supplier market, have to do so without any reliable information. They lack established 
business relationships with proven escalation paths if a risk occurs. Nor can they 
employ established risk management methods such as financial statement analyses 
before selecting suppliers that are new start-ups or joint ventures.

“New joint ventures or start-ups use entirely new business models that we 
have to monitor very differently than before. For example, you can no longer 
estimate risk based on financial statement analyses. We need different 
approaches.” 

Risk management, automotive supplier

Within the company portfolio, 11,254 subsidiaries and/or branch offices in 463 
corporate groups have been sold and 15,902 closed over the past ten years. 12,146 
have been established and 35,051 purchased. Only one third of today’s companies 
existed 10 years ago. The analyzed data reveals regional trends. However, the growth 
markets are China and North America.

From the Dun & Bradstreet analyses [45]

Consolidation in the automotive supplier market, 2010-2020
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It therefore follows that risk management plays a particularly important role, both 
when dealing with established suppliers and when adding new suppliers to the 
portfolio in the industry transfer process. It is also safe to assume that comprehensive 
quality and availability management is enormously important for the short-term 
management of operational risks: New suppliers who underestimate or are not yet 
unfamiliar with the dynamics and demands of the automotive industry may exhibit 
delivery delays and/or quality problems since their planning, production and de-
livery processes are less mature than those seen in established supplier relationships.

The large enterprises in the web crawling analysis are represented more heavily in 
ACES technology development and specialization than the mid-market suppliers in 
the analysis.

Around 38% of selected large enterprises focus on ACES technologies; only 19% 
specialize in internal combustion engine technology. The remainder consists of large 
enterprises that fall into the multivariant (26%) and invariant (17%) categories and 
thus cover a wide technological range.

In contrast, only one fifth of the evaluated small and medium-sized enterprises 
specialize in ACES technologies. More SMEs (approx. 29%) have no connection to 
these technologies at all and are thus classified as irrelevant. In addition, approx. 38% 
can be categorized as invariant and approx. 14% as multivariant.

From the Dun & Bradstreet analyses [45]

Small and medium sized enterprises

Large enterprises

relevant, 38,1%

multivariant, 26,19%

irrelevant, 19,04%

invariant, 16,67%

Findings from a web crawling analysis on the relevance 
of companies to ACES, 2020

relevant, 20%

multivariant, 13,6%

irrelevant, 28,8%

invariant, 37,6%
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However, even existing suppliers may present start-up risks such as decreased pro-
cess stability or quality, transport and storage risks when they branch out into 
new business segments with new technologies.

“Take electronics components: They have totally different transport and sto-
rage needs than, say, drivetrain elements made out of aluminium or any other 
metal. They demand special transport and storage processes that incorporate 
specific mandatory requirements such as temperature and humidity monito-
ring.” 

Tobias Liebelt, COO, Benteler Trading International

At the same time, paradigm shifts in product development and management – such 
as different methodologies and team compositions – have to be taken into account. 
These risk aspects are not specific to the supplier market; OEMs themselves also 
venture into new technological territory and may thus become a “source of risk” 
to suppliers if, say, their call-off volumes fluctuate or their processes are not yet 
completely stable.

NEW DEPENDENCIES IN THE SUPPLIER PORTFOLIO: 
IMPORTANCE OF OEMS WITH NEW TECHNOLOGIES?

The technological transformation is changing the supplier market. The new 
suppliers possess different knowledge, are positioned differently and employ 
different business and collaboration models. One change seen at OEMs that was 
also described in the interviews is the development of partnerships with software 
development companies in particular.

The resulting connection with development companies is different from that 
seen with suppliers who manufacture physical parts. OEMs who partner with one 
company and lack knowledge about software and other aspects of digitalization may 
end up in an inverted version of the classic supplier-OEM relationship. OEMs 
could become dependent on this type of supplier; software developers, for example, 
serve customers from other industries as well. However, OEMs are also attempting 
to develop independent solutions in order to avoid becoming dependent on these 
partners. That also allows them to maintain some flexibility with regard to their own 
product.

In addition, ACES-driven developments, especially vehicle digitalization, require 
the same expertise and components as those used in industries such as consumer 
electronics. OEMs are thus competing directly with other industries that have no 
immediate ties to the automotive industry.
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GEOGRAPHIC SHIFTS WITHIN THE SUPPLIER PORTFOLIO: 
NEW REGIONAL SUPPLIER CLUSTERS?

There has also been a general geographic shift within the supplier market. 
Much of this shift has been precipitated by ACES technologies since many semicon-
ductor products are now sourced in Asia.

As described above, automobiles are evolving into digital, technology-driven products 
that require constant updates. New competencies are needed in order to provide 
customers with these regularly updated digital products. As competencies have 
become geographically concentrated in certain key regions, there has been a 
regional and substantive shift in competencies and associated experts. In this context, 
adequate risk management requires appropriate in-house knowledge and avoidance 
of excessive regional dependencies with regard to expertise and production capacity.

Examples of regional clusters include batteries from Korea, electric motors from China 
and rare earth metals that all modern technologies require.

That means OEMs will have to battle tech companies as well as other OEMs for 
Materials such as the semiconductors mentioned in the introduction.

“Semiconductors are a prime example: The automotive industry is not always 
the top priority for these suppliers. That is why we have to generate enough 
volume to change that attitude in future.” 

Financial control, OEM

Regardless of the above developments, a new supplier market for ACES technologies 

appears to be evolving alongside the established players. Firstly, other high-profile 

companies are entering this market from other segments. Secondly, a host of new 

highly local or regional mid-market companies are being established and making a 

name for themselves, including several with little financial firepower of their own.

From the Dun & Bradstreet analyses [45]

New supplier market for ACES technologies
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Almost half of the current large enterprises analyzed in the portfolio are domiciled in 
an Asian country. European / German companies, in contrast, make up only around 
one third of the total.

Some (approx. 42%) of the large Asian enterprises are regionally focused on Asian 
markets. That number shoots up to 62% for small and medium-sized enterprises.

The most common locations for Asian SMEs are Japan (54.1%), China (14.1%) and 
India (7.1%). The fastest-growing companies are located in China.

From the Dun & Bradstreet analyses [45]

Geographic distribution of automotive suppliers, 
particularly in Asia, 2020

Large enterprise worldwide

Asien, 47,25%

Europa, 33,07%

Others

SME in Asia

Japan, 54,1%

China, 14,07%

Indien, 7,05%

Others

It should be noted in this context that there are strategic supplier-related risks due to 
dependencies on these geographic monopolies as well as operational risks from 
a material shortage or a loss of suppliers. Conditions are even more difficult for the 
latter group due to the extended supply chains and long logistics lead times.
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RISK MANAGEMENT IN THE AUTOMOTIVE INDUSTRY’S SUPPLIER NETWORK 
– WILL ACES EXACERBATE THE SIGNIFICANCE OF CURRENT WEAK POINTS?

Even without the impact of ACES on risk management, one of the main risk ma-
nagement challenges is to obtain transparency into the n-tier supply chain, i.e. 
the upstream suppliers all the way up the supply chain to the raw material supplier. 
This is only intensified by the ACES-driven risk management of supply chains. Often, 
little is known about upstream suppliers at lower tiers; the interviewees noted that 
the situation is even worse with some parts, particularly with electronics components.

“New technologies mean less transparency. For example, we have very little 
solid information on where transistors and other microchip inputs are procu-
red. This shortens the electromobility supply chain that we can monitor with a 
reasonable amount of effort.”

Financial control, OEM

This is where better information about upstream suppliers could support proac-
tive risk management since risk event responses will likely take longer due to 
suppliers doing business with a wide variety of industries:

Automotive companies are not the only customers for these suppliers, nor are they 
the largest. Many of the interviewed experts suggested a legal or contractual so-
lution to this problem; however, it would necessarily be limited to the OEM’s direct 
business partner.

In addition to this requirement, which pre-existed ACES, many interviewees brought 
up supplier sustainability requirements in connection with the ACES trends. One 
factor driving ACES and drivetrain electrification in particular is the desire among 
consumers and politicians for more sustainable road vehicles. This desire comes with 
the challenge of understanding and guaranteeing sustainability along the entire 
supply chain.

“It’s senseless to produce a sustainable electric vehicle while violently contra-
dicting sustainability principles throughout the supply chain.”
Sabine Kindhammer, Purchasing Strategy and Supplier Network, BMW Group

ACES-driven developments have focused the spotlight on data protection. Current 
innovations are assumed to generate an ever-expanding stock of data that will have 
to be properly protected. However, the innovations themselves also have to be pro-
tected since they constitute intellectual property.
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“Mobility of the future will have to be produced.” [46] Even with all the industry 
changes wrought by ACES, manufacturing will be an essential and indispensable 
prerequisite for future mobility. In future decades, automobile production managers 
will be occupied with analyzing the process and orchestration of value generation in 
global supply networks.

The interviews conducted with industry and academic experts showed that risk 
management is more relevant than ever in the currently volatile environment 
of sales and procurement markets. Transparency was mentioned time and again 
separately from the changes sweeping through the industry. It is urgently needed, 
too, as highlighted by Dun & Bradstreet’s initial quantitative analyses of data from a 
selected portfolio of automotive suppliers. These still relatively superficial analyses 
were powerful enough to reveal a differentiation process without even assessing 
the resulting risk exposure and the associated future viability of the companies. 
However, this evaluation of future risk exposure, along with knowledge about 
the supply chain members and the companies upstream from the first and second tier 
suppliers, is exactly what risk managers will need in future.

As the ACES trends accelerate, risk management should be thoroughly and rigorously 
divided into strategic and operational risk management and embedded in a learning 
risk management cycle in which lessons learned are incorporated into future risk 
management measures through a long-term feedback loop. The supplier market will 
welcome new players that OEMs do not know and that are not yet familiar with the 
specific characteristics of the automotive industry.

In this case, the first challenge may be to evaluate the strategic risks. The internal 
combustion engine will play an unshakeable role in the years ahead; however, other 
drivetrain technologies will appear on the roads as well. To facilitate this shift, 
OEMs will have to find the right partners to roll out technologies such as drivetrain 
electrification. This will likely broaden the supplier base, at least temporarily, and 
bring in new players to act as suppliers. In other words, risk management will 
become more complex, at least temporarily, and should be proactively prepared 
for that to happen.

CONCLUSION AND OUTLOOK
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New data sources are also needed in order to enrich the risk management process 
and develop specific classifications, as shown in Figure 5. This allows appropriate 
portfolio analyses to be conducted. The authors view this as an industry-wide 
challenge that still requires some basic work to be done. Collaboration can help by 
pooling the experiences of multiple players in order to drive the development of a 
sound foundation for forward-looking risk management and appropriate database 
requirements.

Risk 
context

Risk 
identification

Risk
analysis

Risk evaluation

Risk 
treatment

Data
enrichment

Figure 5: Supporting the 

risk management process 

through data enrichment 

(own figure)
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